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Public Cloud Security
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CNAPP Dashboard

Features/Functions

v Application Security (ASPM)

v Infrastructure Security (CSPM)

v Workloads Security (CWPP, ADR, Runtime Security)
v Kubernetes Security (KSPM)

Unique Differentiators
v Inline Remediation to prevent Zero Day Attacks
v Public, Private and On-Premise Support
v 34+ Compliance Frameworks (SOC2, PCI, GDPR)
v Customized Security Dashboard & Reporting

https://www.accuknox.com/products/cnapp
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Private Cloud Security
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Features/Functions

v’ VMs, Containers, Kubernetes Risk Assessment

v Onprem and Managed deployments supports

v Application Behavior analysis

v Automated Zero Trust Policies

v Network Microsegmentation, Forensics, Auditing
v Onprem and Managed deployments supports

Unique Differentiators

v Zero Trust on Kubernetes and Virtual Machines
v ASPM/SAST/DAST/laC scanning tools integrations
v Runtime Security: Differentiated offering

v KIEM: Identities & Entitlements Management

https://www.accuknox.com/solutions/private-cloud-security
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Al-SPM Securitg ¢) ACCUKNOX

Workflow Features/Functions

Al/ML Pipelines
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Dashboard Unique Differentiators

v Defend Against Al Attack Vectors
v Built-in Al security best practices from OWASP
v Achieve multi-cloud Al Workload and LLM Security

v Attack detection Incident response

v Safety quardrails for session abuse by users

https://www.accuknox.com/platform/aispm
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Edge/loT Security %) ACCUKNOX

Workflow

Zero Trust Edge Featu releunctionS
il v End-to-End Edge Security

Only allow specific process
contol e O G v SaaS-based onboarding of edge clusters and VMs

Zero Trust File Only allow specific file
Control access, deny rest

v Channel integrations with third-party SIEM tools

v Custom sandboxing for edge applications
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Unique Differentiators

Attack path defense

e BT v Joint product SKU by IBM and AccuKnox

Kemel Entry| Pt v Protecting Al/ML workloads at the edge

v Securing Point of Sale (POS) & loT devices
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oG Control Plane Security 2) ACCUKNOX

Workflow
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Network Observability Service:

Private 5G Edge Deployment

Features/Functions
v Validation of SD-RAN Configurations
v XApp and RIC Security Compliance
v Control Plane Compliance Enforcement

v RF-attack detection alerts from 5G-Spector

Unique Differentiators
v Consolidated Application Behavior View

v Entity Relationship Understanding
v Communication Pattern Showcase
v K8TLS Service Endpoint Scanner

v Least-permissive xApp/RIC policy generation
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